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Diciamo che partiamo almeno da qui 

https://networklessons.com/cisco/asa-firewall/introduction-to-firewalls/ 



Aware – Visualization of the Security Architecture 
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Note di presentazione
We’re in the first stages of awareness today.   Trying to provide as much visibility and visualization of the network as we can. 

We’re going to be adding automatic segmentation and automated operations as we move forward

But let’s see what it looks like today. 
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Note di presentazione
There used to be a clearly defined perimeter and security strategies evolved to protect it.   The evolution of technology however brought in changes that these strategies couldn’t deal with; the Internet, Cloud technologies and the onslaught of wireless all contribute to a massive increase in the attack surface.  Combined with the fact that most networks are architected to be flat once inside of the perimeter, once the network is breached the intruder can easily move laterally throughout the network.  This is a key concern for the larger enterprise.

But we’re also concerned about how data can leave the network.  Shadow IT, the use of unauthorized applications such as Hightail or Dropbox also means that there is any number of ways that data can leave your network without your knowing, making it easy to exfiltrate data following a network intrusion.
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Note di presentazione
Lastly the security fabric is open.   while it is great that all of the Fortinet components work together and share information, we cannot expect our customers to only have fortinet products.  We have to interoperate with other vendors in any enterprise network.  

We can see that we have a number of fabric ready partners which can either consume or generate fabric information and allow them to be a part of the larger security fabric that will protect our customers.





THE FORTINET SECURITY 
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Note di presentazione
Here we have a typical Enterprise deployment, with a set of business critical and customer-facing applications housed in the private cloud or datacenter, along with campus, branch and public cloud, as well as remote employees, providing additional connectivity to all employees, partners and customers. 
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Note di presentazione
A common starting point for most Enterprises in realizing the vision of the Fortinet Security Fabric is Fortinet’s Enterprise Firewall solution.   If you’ll recall, one of the key aspects of a modern security strategy is to  be powerful- and Fortinet’s Enterprise firewall solution is the most powerful solution on the market.  Next generation and segmentation firewall capabilities can be scaled from the Branch, to the Campus, and into the Datacenter or Private Cloud deployments, providing the industry’s highest performing, most secure defense against known threats leveraging Fortinet’s FortiGuard threat intelligence research capabilities.  Additionally, the Enterprise Firewall solution allows segmentation of network elements- providing separation and better control within the network based on trust level- and as threats become known, Fortinet’s world-class security operations solutions dynamically update all firewalls in the environment to protect against those threats.    No other firewall solution today can deliver this powerful and intelligent combination like Fortinet can.  
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Note di presentazione
As additional security capabilities are desired- such as those necessary to protect public and private cloud deployments- Fortinet can scale with the Cloud Security solution.  Virtual firewalls can be deployed in both the top of rack on-premise private cloud as well as within public cloud IaaS providers.  Coupling Fortinet’s Cloud Security Solution with the existing Enterprise Firewall deployment seamlessly extends the same powerful security at scale, as well as the same intelligence and dynamic risk mitigation to applications in the cloud or on-prem.  
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Note di presentazione
Detecting known threats is only half the battle- Fortinet’s Advanced Threat Protection solution enables Enterprises to detect and mitigate against unknown threats as well, and then share that information locally to deliver a coordinated defense. Fortinet Advanced Threat Protection solution relies on multiple types of security technologies, products, and research applied from the network edge through to endpoint devices. To deliver the most effective protection, they are integrated with the other security elements from the Enterprise Firewall and Cloud solutions-  to all work together automatically, continuously handing off data from one to the next to identify, evaluate and respond to attacks across the entire environment.
 
The Fortinet ATP Framework delivers end-to end protection across the attack chain and consists of three elements: prevention, detection and mitigation, with continuous threat monitoring and analytics from FortiGuard Labs. 




FORTINET SECURITY FABRIC 

Top-of-Rack 

BRANCH 
OFFICE 

LTE Extension 

CAMPUS 

FortiClient Secure Access 
Point 

IP Video 
Security 

Switching 

FortiGate  
NGFW 

FortiGate 
DCFW/ 
NGFW 

FortiGate Internal 
Segmentation FW 

FortiGate Internal 
Segmentation FW 

FortiGate Internal 
Segmentation FW 

FortiGate VMX  
SDN, Virtual 

Firewall 

FortiDDoS Protection 

FortiWeb 
Web Application 

Firewall 

FortiADC 
Application 
Delivery 
Controller 

DATA CENTER/PRIVATE CLOUD 

Web Servers 

FortiGate Internal 
Segmentation FW 

APPLICATION 
 SECURITY 

ENTERPRISE  
FIREWALL 

FortiClient 

FortiSandbox 

FortiClient 

FortiSandbox 

FortiMail  
Email Security 

FortiDB 
Database  
Protection 

CLOUD SECURITY ADVANCED THREAT 
PROTECTION  

Email  
Server 

OPERATIONS CENTER 

FortiManager  

FortiAnalyzer  

FortiSIEM 

Fortinet 
Virtual Firewall 

FortiCloud  

PUBLIC CLOUD 

FortiCloud Sandboxing  

FortiGate/FortiWiFi 
Distributed Ent FW 

Relatore
Note di presentazione
Another area to consider securing is web applications and email systems- both have long been favorite targets of hackers because they have access to valuable information and they are relatively easy to exploit. A successful attack can result in a variety of devastating consequences including financial loss, damage to brand reputation, and loss of customer trust. Most organizations do not recover from a major security breach, making it absolutely critical to protect your users and customers from threats that target applications and email systems.

Fortinet’s Application Security is a robust and integrated solution to protect against these specific attacks. We are the only company that delivers a complete single-vendor solution with the proven performance and security effectiveness to meet the increasing demands of today’s applications. In addition, our application security solution can be integrated with FortiGate next generation firewalls and FortiSandbox sandbox for extra defenses against advanced persistent threats (APTs).

Fortinet's Data Center Application Security Solution includes:
Web application protection and database security
Email security
Encryption/decryption
DDoS attack mitigation
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Note di presentazione
Last but not least, Fortinet is the only company with security solutions for network, endpoint, application, data center, cloud, and access designed to work together as an integrated security fabric to provide true end-to-end protection. Our Secure Access Architecture extends the coordinated security policies to the very edge of the network where most vulnerabilities are targeted.   FortiAP and FortiSwitch communicate to the rest of the network, with FortiGate at the core. With one operating system across the entire network, you get better visibility and awareness with simplified management.
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Note di presentazione
https://gbhackers.com/security-information-and-event-management-siem-a-detailed-explanation
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SANS White paper OSSIM 
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Note di presentazione
https://nigesecurityguy.wordpress.com/2017/08/15/soapa-a-matter-of-scale/
https://www.csoonline.com/article/3145408/security/goodbye-siem-hello-soapa.html
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From BlackHat 

 Battlefielf network link  
 Pay no attention to the hacker behind…. 
 My bro the elk 
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