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Scientific Rationale
Anomaly detection plays a crucial role in ensuring data quality for time series datasets.
The objective of anomaly detection on time series data is to identify unusual patterns or outliers 
that deviate from the expected behavior. By detecting anomalies, we can ensure data quality, 
identify data integrity issues, and mitigate potential risks.

By identifying and managing anomalies, we can improve the quality of data in our systems by 
helping to identify:
• Data measurements errors
• Data entry mistakes
• Data corruption
• Network distruption
• Intercept fraudulent transactions.
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Technical Objectives, Methodologies and  Solutions

Starting from the ISP dataset:
• Building time series representing each ID (total users: 2,636,027)
• Feature engineering: extracting statistical parameters for each 

time series (FATS library)
• First attempt for the identification of anomalies (K-Nearest 

Neighbours)  
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Technical Objectives, Methodologies and  Solutions

Description of the 
ISP dataset through 
Feature Engineering.



Missione 4 • Istruzione e RicercaICSC Italian Research Center on High-Performance Computing, Big Data and Quantum Computing

Technical Objectives, Methodologies and  Solutions

Outlier detection 
through the use of 
Isolation Forest, 
mapped on the Self-
Organizing Map.
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Main Results

Uncovering similar 
behaviours among 
users and potential 
anomalies.
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Final Steps

The work package in the Spoke 3 corresponds to WP3.

Deliverable:

• M6 Data delivery – completed 100%
• M7 Preliminary results on data exploration and how to format the dataset, preprocessing the 

data – completed 100%
• M8 first prototype application with ML to one use case – completed 100%
• M9 Prototype with explainability – completed 100%
• M10 Python library that works on the banking dataset and environment – ongoing 70%
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Final Steps

Our paper has been submitted on Financial Innovation and it is under review.
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Technical Objectives, Methodologies and  Solutions

• Training Dataset Size: ~130k points.
• Features FATS extracted separately

for two available years: april 2021 –
march 2022, april 2022 – march 
2023.

AUTOENCODER
• Latent space dimension: 10;
• Input/Output space dimension: 50;
• Points are classified as anomalies if 

they are reconstructed with 
significant error by the autoencoder.

ISOLATION FOREST
• Outlier contamination set to 5% 
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AUTOENCODER
• Latent space dimension: 10;
• Input/Output space dimension: 50;
• Points are classified as anomalies if 

they are reconstructed with 
significant error by the autoencoder.

Technical Objectives, Methodologies and  Solutions

• Training Dataset Size: ~130k points.
• Features FATS extracted separately

for two available years: april 2021 –
march 2022, april 2022 – march 
2023. WHO IS ANOMALOUS?

ISOLATION FOREST
• Outlier contamination set to 5% 
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Main Results
Common anomalies of both the 
models between the two years.

Anomalies Counts

Exclusive to year 1 autoencoder 2244

Exclusive to year 2 autoencoder 1823

Exclusive to year 1 isolation forest 2115

Exclusive to year 2 isolation forest 1650

Exclusive anomalies.
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Main Results Year 1 Year 2

Both years 
outliers
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Main Results Year 1 Year 2
OUTLIER

OUTLIER

INLIER

INLIER

Single year 
outliers
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We are working on the time series using windows 
of different length for each user.

We firstly consider a window large one day (N=1).

• We remove the 1st day, then we calculate FATS.

• Then, we remove the 2nd day and calculate FATS.

• …

• Finally, we remove the 365th day and calculate FATS.

Then, we consider a window large two days (N=2).

• We remove the 1st and 2nd days, then we calculate FATS.

• Then, we remove the 2nd and 3rd days and calculate FATS.

• …

• Finally, we remove the 364th and 365th day and calculate 
FATS.

And so on, for N = 3, 4, ..., 7.

Ongoing activities & Next steps
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Ongoing activities & Next steps We are working on the time series using windows 
of different length for each user.

We firstly consider a window large one day (N=1).

• We remove the 1st day, then we calculate FATS.

• Then, we remove the 2nd day and calculate FATS.

• …

• Finally, we remove the 365th day and calculate FATS.

Then, we consider a window large two days (N=2).

• We remove the 1st and 2nd days, then we calculate FATS.

• Then, we remove the 2nd and 3rd days and calculate FATS.

• …

• Finally, we remove the 364th and 365th day and calculate 
FATS.

And so on, for N = 3, 4, ..., 7.

This allows to identify 

the anomaly in the time 

series.

Computational expensive! 

For each user, this process needs ~35 minutes to 

complete the process. 

Our dataset has 2 million of users!
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Technical Meeting, Perugia 26-05-2025 – 29-05-2025

Anomaly Detection with FOCuS on Banking 
Time Series

Andrea Adelfio (INFN-Pg) and Riccardo Crupi (Intesa Sanpaolo)
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FOCuS used on the Fermi Data

The FOCuS algorithm has been used with Fermi data, 
specifically the GBM data and the ACD data, to evaluate the 
efficiency of identifying new astrophysical transients. 
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Triggering Algorithm: FOCuS

The Functional Online CuSUM (FOCuS) is a fast and efficient algorithm based on the computation of 
the cumulative sum of the significance of the data. 

Efficient: computes the sum of score statistics and
compares it to a threshold. Efficient at identifying
change points in the data set.

Fast: only records score statistics of data points
that deviate from the distribution.

Very powerful to find the start of an anomaly, before the cumulative sum is above the threshold.
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Triggering Algorithm: FOCuS

The Functional Online CuSUM (FOCuS) is a fast and efficient algorithm based on the computation of 
the cumulative sum of the significance of the data. 

Can be used in flavours:
-Poisson-FOCuS: assumes a Poisson-like distribution of data; can be used for count rates data.

-Gaussian-FOCuS: assumes a Gaussian distribution; can be used for continuous signals (flux…)

-Non-parametric-FOCuS: no assumptions on the type of data.
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The idea is to apply it to the counts of daily policies subscriptions.

Intesa Sanpaolo application
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Poisson-FOCuS Results

start_datetime,stop_datetime,triggered_faces
2023-03-29 00:00:00,2023-03-30 00:00:00,PRODOTTO MAMMOLO
2023-02-28 00:00:00,2023-03-01 00:00:00,PRODOTTO PAPERINO/PRODOTTO CUCCIOLO
2023-01-31 00:00:00,2023-02-01 00:00:00,PRODOTTO PAPERINO/PRODOTTO CUCCIOLO/PRODOTTO PIPPO/PRODOTTO DOTTO/PRODOTTO BRONTOLO
2023-01-01 00:00:00,2023-01-02 00:00:00,PRODOTTO PAPERINO
2022-12-27 00:00:00,2022-12-28 00:00:00,PRODOTTO EOLO

Given a nominal behaviour taken with a 
moving average of 30 days and a standard 
deviation calculated on the same period:

37 anomalies found above a threshold of 2 
standard deviations.
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Fraud Detection
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Technical Objectives, Methodologies and  Solutions

Starting point

• folder «punto_2», containing all product transactions and all events from January to 
September 2023 relating to BT that have had at least one fraudulent bank transfer.

Features exploration

• Analyze the distribution and correlation of features to identify possible relevant 
predictors for fraudulent bank transfers.

Random forest experiment

• Implement and evaluate a Random Forest model to classify fraudulent bank transfers



30

Features

● Date_numeric
● Time_in_seconds
● appsicura_bin
● fingerprint_bin
● bonifico.prodotto_latitude
● bonifico.prodotto_longitude
● CountryCodeBIC_bin
● instantpayment_bin
● bonifico.prodotto_importooperazione
● divisibile_per_2_bin
● divisibile_per_3_bin
● divisibile_per_5_bin
● divisibile_per_10_bin
● parte_decimale_00_bin
● parte_decimale_50_bin
● parte_decimale_99_bin

Target

● bonifico.last_status
(0→ Genuine, 1→ Fraud)

Random Forest

Class weight: 

1) None.
2) balanced.
3) balanced_subsample.

Preliminary results:

Using any of the three 
methods, up to 33% of 
fraudulent transactions 
can be recovered, with 
an increase of just 0.3% 
in false positives.
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Problem: Existence of repeated operations for the same user, reporting the same amount 
(bonifico.prodotto_importooperazione) in a short time interval - a few minutes/seconds.

Action on the dataset:

We eliminate for each user 
the transactions that report 
the same amount and are 
repeated in a time interval of 
60 minutes, keeping the last 
one.

• before cleaning:  90,314

• after cleaning:  77,699 
(2,695 frauds)
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Technical Objectives, Methodologies and  Solutions
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Technical Objectives, Methodologies and  Solutions
Problem: Existence of repeated operations for the same user, reporting the same amount 
(bonifico.prodotto_importooperazione) in a short time interval – not only a few minutes!
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Technical Objectives, Methodologies and  Solutions
Problem: Existence of repeated operations for the same user, reporting the same amount 
(bonifico.prodotto_importooperazione) in a short time interval – not only a few minutes!
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Technical Objectives, Methodologies and  Solutions
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Results:

With the clean dataset 
and the new set of 
features, it is possible 
to recover up to 36% of 
fraudulent 
transactions, while we 
reveal only 0.14% of 
false positives.

Class weight: None.
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Technical Objectives, Methodologies and  Solutions



Users & Outliers: Exploration
Average number of operations per user: 
19.7

Minimum number of operations per 
user: 1

Maximum number of operations per 
user: 565

Filter the dataset by deleting users who 
have fewer than 20 operations

Number of initial users: 3,944

Number of End Users: 1,132

Number of final transactions: 55,804 
(878 frauds)
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We use the KNN on each user to identify “anomalous" transactions compared to their "usual" behavior.

User ID

"Anomalous» operation ID: it is the 
furthest from the other operations of the 
same user.

Status ISP:

● 0 → genuine
● 1 → fraud

Mean/Median: Threshold to be used to 
identify outliers (with standard 
deviation/NMAD).
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Technical Objectives, Methodologies and  Solutions



● With the maximum distance:
○ Fraud identified: 166 ( → 18.9%)
○ False negatives: 966

● With the average+ 1/2/3*std:
○ Fraud identified: 591 / 393/ 222 / 103 ( → 67.3% / 44.8% / 25.3% / 11.7%)
○ False negatives: 23,729/ 6,813/ 1,858 / 594

● With the median+ 1/2/3*nmad:
○ Fraud identified: 599 / 429 / 274 / 176 ( → 68.2% / 48.9% / 31.2% / 20.1%)
○ False negatives: 26,752 / 10,066 / 3,849 / 1,713
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We use the KNN on each user to identify “anomalous" transactions compared to their "usual" behavior.

Main Results



Fraud NOT identified for user 6:
None

Fraud identified for user 6:
ID_operazione: 768

o KNN
x ISP
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Main Results
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Main Results



Fraud NOT identified for user 21:
1827, 1831, 1832, 1833, 1835, 1836, 
1837, 1838, 1839, 1840, 1841, 1843, 
1844, 1845, 1847, 1848, 1851, 1852, 
1853, 1854, 1855, 1856

Fraud identified for user 21:
ID_operazione: 1826, 1842

o KNN
x ISP
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Main Results
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Main Results



o KNN
x ISP

Fraud NOT identified for user 2531: 
79571, 79572, 79573, 79574, 79575, 
79576, 79577, 79578, 79579, 79580, 
79581, 79582, 79583, 79584, 79585, 
79586, 79587, 79588,  …

Fraud identified for user 2531:
ID_operazione: None
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Main Results



By adopting the Random Forest on the full feature set, it is possible to recover up to 36%
(compared to 33% in past experiments) of fraudulent transactions, while we reveal only 
0.14% (0.3%) of false positives.

By adopting the KNN restricted to the individual user on the complete set of features, it is 
possible to recover up to 48% of fraudulent transactions. Nevertheless, the number of false 
positives is high.
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Main Results
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Final Steps

Our work 
in 
progress:

Adoption of more specific features to describe the user.

Detailed analysis of false positives to improve the performance 
of the method.

Combination of more approaches.
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Thank you for your 
attention!

ylenia.maruccia@inaf.it
riccardo.crupi@intesasanpaolo.com

mailto:ylenia.maruccia@inaf.it
mailto:riccardo.crupi@intesasanpaolo.com
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Fraud NOT identified for user 86:
None

Fraud identified for user 86:
ID_operazione: 6070, 6071, 6072

o KNN
x ISP
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Main Results
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Main Results



o KNN
x ISP

Fraud NOT identified for user 86:
None

Fraud identified for user 98:
ID_operazione: 6551, 6552
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Main Results



Fraud NOT identified for user 164:
None

Fraud identified for user 164:
ID_operazione: 10281, 10282

o KNN
x ISP
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Main Results


