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GARR and its characteristics

Italian Legislative Decree n. 218 of 25 November 2016 art. 10 paragraph 5,
defining GARR as

"the only national research network and part of the GEANT European
research network".
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GARR in a nutshell

collaboration

« A Communication Network with top
performances

Providing:

 High-bandwidth transparent symmetric
connectivity

« Advanced services
« E-Infrastructure support

GARR is the network built by the Italian
Research and Education community to
i satisfy the users’ needs
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Iltalian R&E Network About 1000 connected sites belonging to
« A Community Network for R&E  several organisations

L2 100 Universities

350 Research Institutes and
Laboratories

( 60 Biomedical Research Institutes

65 Music Conservatories, Art
Academies, Libraries, Museums &

| other Cultural Institutions
" More than 100 PoPs
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Some numbers

" mp 2x100G Peering Microsoft

= 200G Peering Google

. = 2x200G Peering Amazon
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GARR-T cornerstones

Automation and

programmability

( /‘ Terabit/s
Next-gen

Widely spread Control and
Monitoring

High end

Resiliency services

Lower Power
and Space
footprint

Resources
optimization
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GARR-T Architecture

_ _ Spectrum | T/F
P VPN Services LightPath Sharing QKD

IP/MPLS

DCI - Transport

Open Line System OTDR

TLC Aggregation
Leased Lines

Spectrum Dark Fibre

V1.2

Source: Paolo Bolletta, GARR — TeRABIT Conference 25-06-2024
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GARR-T new deployments (PNRR) - network overview

Backbone topology Optical Transport Layer Packet Layer
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Global traffic forecast — driven by big data movers

Global traffic forecasting allows for:
* Average growth of general-purpose R&E
traffic at 35% per annum and

//'_

LHC

200 sites across the globe
50% of GEANT global traffic
High Luminosity HLC from 2029

corresponding peaks

N Significant “step changes” in traffic due to

Map courtesy of Google.com

ITER = Fusion Research - - - .
r* PRSI ———— major science collaborations and science
; ! Square Kilometre Array *  Several PBs of data per year .
TR Detectors in 100 Gbps capacities required | | * To be copied from France to infrastructures
i 5 T ». * Chile: multiple locations globally

el * Cherenkov Telescope Array Forecast Aggregate Peak Intercontinental Traffic Growth (Tbps)

ESO - Very Large Telescope K J 15

14

=

Earth Observation

Distributing 3
Copernicus data
worldwide 0 f——

. ,‘J GEANT to Rest of Waadd Rest of World to GEANT
® 2023 Aggregate Global Peak Traffic ® Forecast 2028 Aggreagate Paak ®Forecast 2033 Aggregate Peak
Source: Helga Spitaler — GEANT — LHC-LHCONE Meeting-53
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Network services and their use

Network access

. 1000 user sites directly connected to the GARR backbone (IP connectivity, L2VPN, L3VPN, Optical VPN). GARR NOC manages and controls the access service for sites with different
complexity (Universities, CNR, INFN, ENEA, INAF, INGV, IRCCS, 1ZS, research centres, cultural institutes, museums, schools)

Network services GARR
. LIR for IPv4 and IPv6 network allocation NOC
. NIC for domain name registration (.it e .eu) T
Network management
Incidenti e manutenzioni .
Incidents and maintenance Domini registrati Nuove reti IPv4 e IPv6 assegnate GARR
. . New IPv4 and IPv6 networks allocated
Domain names registered LIR
1.200 1.144 1.151 _ITdirizzi IP
1.062 41 IP address
1.027 999 40
120
900 kY] 119 122 (ISWAF(P:{
90 o 95 Nomi a dominio
600 87 Domain names
538
498 18
390 432 60 2
363 12 12
300 20 10
0 0 0
2019 2020 2021 2022 2023 2019 2020 2021 2022 2023 2019 2020 2021 2022 2023
m incidenti / incidents manutenzioni / maintenance m.it eu
Annual Report 2023 [https.://u.garr.it/AnnualReport2023] a— =
GINS - GARR Integrated Networking Suite [https://gins.garr.it/] o R
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Network services and their use

* GARR CERT Computer Emergency Response Team: incident management and scans (GARR
victim/origin node)

GARR
- - - TP - CERT -
Ticket di sicurezza gestiti Scansioni di vulne.r_ablllta effettuate
Security tickets handled Vulnerability scans
Gestione e prevenzione
Management and prevention
9.885 9.920 10.142 5.000 4.717
10.000 4.500
%; %
4.000 SCARR
7.061
Scansioni di
vulnerabilita
75% 779 20% 3000 Vulnerability scans
7% 7% 2.400
5.000
0,
= 2.000
1.000 760
0 ., R
2020 2021 2022 2023 2019 2020 2021 2022 2023
ticket automatici I ticket manuali totale
automatic ticket manual tickets total
| ; 1 ' B C ¢ Consortium | THE LN
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Network services and their use

. IDEM - Italian Federation of Universities and Research Institutions for Authentication and Authorization

IDEM is a member of the eduGAIN world federation inter-service and allows its users to use thousands of resources made availahle hv federgtions

from all over the world
Current data (September 2024): Adesioni alla Federazione IDEM Sga” ==
. 158 IdP in the IDEM federation Joining to IDEM Federation Identita digitali

. Digital Identity
. 133 registered resources

300 267 262
247 oo
250 222 228 .’
onmmmnu®
200
145 151
100 131
121 122
116 115
50
Application
0
m 2019 2020 2021 2022 2023
101 institutes and 686 students Identity Provider Service Provider ~eem Total
e _ . . Co, 1dP
L FILE ) ~url = eduVPN 9 clouid
. - — B ¢ Z Consortium ooy
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www.ldem.garr.it

| DEntity Management (IDEM)

the management of credentials so that
users can have all the benefits of a single password to
remember.

IDEM is part of international federation and
In this way makes thousands of resources accessible
worldwide.

The development and management of eduGAIN are
financed through the GEANT project and team
members are technologists from GARR, PSNC,
RENATER, DFN, SURF, SRCE, RENAM, CESNET, JISC,
GRNET, KIFU, SWITCH, AMRES.

iIde

Qarr aal
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Eduroam and certificates

e EDUROAM
Confederation of all national federations, GARR manages the Italian federation

o - eduroam
e Digital Certificates (personal, server) released by WF i bt
I=Fl 1IN MoIlita

Certification Authority Sectigo through GEANT Trusted Certificate Service Wi-Fi in mobility

Eduroam: dispositivi connessi attraverso la

Eduroam: connected devices through the Italian Released digital certificates GARE
federation SERVICE
Certificati digitali
],57 M Digital certificates
1500000 58.182
60.000 ®
113 M 118 M
50%
1000000
Esteri / Foreign 40.000 ° 35.307
54% FA% m Italiani [ Italian ®
37.753
504k 529k
500000
36% 4% 507 20.000
46% 7.288
0 0
2019 2020 2021 2022 2023 2019 2020 2021 2022 2023
| ; B ' ' B C ¢ Consortium | THE LN
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https://gbox.garr.it/

Personal Storage: (GARRDbOX)

for file storage and sharing, designed
specifically for the Italian research and education
community. It enables data synchronization among
different devices and the resource sharing with other

"GARRbox
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A picture of GARR Network ...

Automation and
programmability

Next-gen
Widely spread Control and
Monitoring

High end

services
. . Spectrum
IP VPN Services LightPath Sharing - %

Lower Power
and Space

footprint |P/MPLS

Resiliency

Resources
optimization

Source: Paclo Bolletta, GARR - TeRABIT Conference 25-06-2024

DCI - Transport
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m) 2x100G Peering Microsoft h
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GARR-T: Access Network

Increased capacity for end user services

e —
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noc@garr.it

Network Operations Center (NOC)
the network from the operational point of view

network outages G A R R
with the In order to deliver GARR
Services and to keep site connectivity at its best N o C
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https://gins.garr.it

GARR Integrated Networking Suite (GINS)
Set of tools used for:

and tracing network and service outages
G A R R online statistics for both the backbone and

the individual organisations.
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GARR Integrated Networking Suite
Home Statistics Weathermaps Reports IS Search
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GARR Integrated Networking Suite

e
% Home Statistics Weathermaps

Looking Glass

Reports TTS Search

Host: | rel.mi02.gam.net v | show route 193.206.128.54

Command: inet.@: 946498 destinations, 4479392 routes (945395 active, 53@35 holddown, 421323 hidden)

O ping ADDRESS + = Active Route, - = Last Active, * = Both
O traceroute ADDRESS

O show bgp summary

@® show route ADDRESS[/PREFIX]
O show bgp neighbor ADDRESS

193.206.128.52/30 *[BGP/170] 2d ©0:33:07, localpref 100, from 185.191.182.1
AS path: I, validation-state: unverified
> to 185.191.180.159 via ael6.1, Push 5121 R i s
to 185.191.180.56 via ael2.1, Push 19, Push 5828(top)
- [BGP/170©] 2d ©@:33:07, localpref 100, from 185.191.182.2 ===
193.206.128.54 |Run\ AS path: I, vahdatlur_lfsta‘te: unverified
e — > to 185.191.180.159 via ael®.1, Push 5121
to 185.191.180.56 via ael2.1, Push 19, Push 5028(top)
[BGP/170] 2d ©0:33:87, localpref 100, from 185.191.182.3
AS path: I, validation-state: unverified
> to 185.191.180.159 via ael@.1, Push 5121
to 185.191.180.56 via ael2.1, Push 19, Push 5028(top)

Argument:

use my address as argument

inet.2: 3187 destinations, 8161 routes (3186 active, ©® holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

193.206.128.52/30 *[BGP/170] 2d ©0:33:87, localpref 108, from 185.191.182.1
AS path: I, validation-state: unverified
> to 185.191.180.159 via aeld.1l
to 185.191.180.56 via ael2.1, Push 19, Push 5028(top)
[BGP/170] 2d ©0:33:87, localpref 100, from 185.191.182.2
AS path: I, validation-state: unverified
> to 185.191.180.159 via ael®.l
to 185.191.180.56 via ael2.1, Push 19, Push 5028(top)
[BGP/170©] 2d ©@:33:07, localpref 100, from 185.191.182.3
AS path: I, validation-state: unverified
> to 185.191.180.159 via aeld.1
to 185.191.180.56 via ael2.1, Push 19, Push 5028(top)
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planning@garr.it

Dedicated connectivity

connectivity services to establish
direct physical or virtual connections between

GA R R two or more locations.

CONNETTIVITA

DEDICATA

S——
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T
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CERN — CNAF Data Centre Interconnection
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VPN CNAF-LNL

L s - INFN-LNL
N
1o / xe-0/1/0
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2x10Gbps
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w GARR Trtegrated Networking Suite Lain
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Packets load - interface: ri2.pd03 xe-0/1/0.0

Name Max Maan Last *
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EVPN Active/Active

USER SITE 02 PoP MI03

ES
Active/Active

PoP RM02

EVPN
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INAF and GARR

GARR-T Network as a solution to meet

INAF requirements for High Speed Network Connectivity
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INAF total traffic: this year so far

Group | INAF ~ Service | All v

Total traffic @

16 Gbfs
14 Gbfs
12 Gbfs

10 Gb/s

2 Gbis

0 Mbis
4 - A s Lk A TR A, F A - e T o i as = P (e 1A - o = =3 - s A e Yy = -
.Y Vi) Vo \'l,\ | MW" Ve ~Man/ \-.v/ =0 '-.'/'-‘\\:" W S \V\.llrlf W \\\f\""_"‘ J,."‘\J" WY W WAWS N e AT e L._,-/r— L \'\\_L il 'a’“—’f "”_./" W / I|||'IJII-‘|,.{ =3 ,-,lj-'ll,_l.III = 'L-"‘l i ""l/'\il W Gl
\ v v VoV \ Il J
V) '

-2 Gbis

i '._\\ Il_\'l‘."" i J‘--“\'“.If".'"'_.'\"\’

\J
-4 Ghls
-6 Gbfs
-8 Gh/s
-10 Gb/s
-12 Gbis
-14 Gb/s

-16 Gbis

ool ooe 7 oif2s 02/02 020 0218 02/26  03/05 0313 03/27  03/29 04/06 04014 04/22 04/30 05/08 05116 05/24 06/01 08/09 0817 06/25 07/03 Oo7M orfe  02/27  08/04 0OB/AZ 08/20 D08/28 09/05 0913 0O8/21 09/29 10/07

Name Last * Min Max Mean

398 Mb/s  88.3Mb/s 5.03Gb/s 794 Mb/s
-621Mb/s -2.62 Gb/s -137 Mb/s -889 Mb/s
110 Gb/s 128 Mb/s 13.5Gb/s  3.41Gb/s _
-2.52 Gb/s -12.5Gb/s -817 Mb/s  -4.11 Gb/s

== [N mean

== QUT mean
IN peak

= QOUT peak
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GARR and INAF
Initial design elements

g N
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VLBI

Sede INAF con router frontiera ?

POP BOG Tecnopolo Bologna Datacenter Via Gobetti (Area porlO3
f Bologna)
1 ETH SRT-BO .
1ETH SRT-Selargius l UDP + TCP (no jumbo frame) < -
o [=]

= -l c c
+ + =] S
SRT M p ® 2
© = 2 M
i B g S [=]
Collegamento diretto ES E3 £ T
OAC-SRT £ £ 3 |Correlatore(Via Gobetti Bologna E
g‘ g '§ Area Ricerca) £
2 S

i i f i

.. .. _— Ngto

VLBl Medicina Medicina LOFAR 2.0 Medicina
._ — e e e e o Medicina Catania
=y
POP Catania - Cittadella CTO1
OA Caglar B

POP CAO1 Marengo (Selargius)

POP BO1

e2e Marengo-Monserrato ) . .
Collegamenti al POP (esistenti, a 10 GB)

m E2E 100 GB (desiderati)

E2E 100 GB (futuri collegamenti)

POP CAO6 MonserratoMedicina
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SKA

40Gbps to receive 3.8% of the data production

Data challange: if today there was a test, it would be successfully passed

Long distance, disk to disk Global Data Flows if the SRC Re-distribute data 2nd Replica

Each SRC accepts its fraction of the Observatory Data Products and re-distributes to another SRC.

data tranSfe rs at 6GbpS * SRC has 20 Gbit/s flow from the telescope & a second continuous 20 Gbit/s flow from another SRC.
* Each SRC sends out a 20 Gbit/s flow.

Makes substantial use of the shared academic network.

IPv6 mandatory!!

Source: Richard Hughes-Jones GEANT, Jonathan Churchill RAL - LHCONE Meeting — Catania 9 April 2024
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Sardinia netwok evolution

800G
400G 406G
200G 10G
100G 16
@_@ J 100G
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O-B—— S @ o
100G ‘ 100G
LEAF1 100G o
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New GARR PoP SR02 (INAF-IRA-Noto)
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New GARR PoP BOO06 (Tecnopolo)
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3 INAF sites involved in the PoC

Thanks to ...

e Salvatore Buttaccio, INAF — IRA—-NOTO
 Giuseppe Maccaferri, INAF — IRA — Medicina

 Matteo Stagni, INAF — IRA - Bologna
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PoC For Routing Model — Current set up

INAF-eVLBI IRA Medicina

PoP BO01

PoP SR02 INAF - IRA Noto (SR)

PoP BO03

INAF-eVLBI IRA Bologna
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PoC For Routing Model — Actions to be taken on current set up

INAF-eVLBI IRA Medicina

PoP BOO01

VLAN 150 + 250

PoP SR02 INAF - IRA Noto (SR)

INew 1Gbp:
VLAN 250

1Gbps——t]

‘I

VLAN 150 + 250

INAF-eVLBI IRA Bologna PoP BO03

f'”*’{ Jonsortium | THE TALUN
S. Tomassini miro // II - General Assembly // GARR Services and Infrastructu .‘ // Padova, 15-10-2024 o \;l G ARR i



PoC For Routing Model — L3VPN

INAF-eVLBI IRA Medicina

= F10.0.1.024

Logical Topology

INAF - IRA Noto (SR)

New 1Gbp
VLAN 250

10.0.3.0/24 v -

F - 10.0.2.0/24

INAF-eVLBI IRA Bologna
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PoC For Routing Model — Routing and Performance Tests

INAF-eVLBI IRA Medicina

= F10.0.1.024

Topologia logica GARR
INAF - IRA Noto (SR)

10.0.3.0/24 [ -

r - 10.0.2.0/24

INAF-eVLBI IRA Bologna
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Thank you

planning@garr.it
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